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CHAPTER '1
INTRODUCTION

Backsround of the Problem

Military commanders have always required information,
Since the advent of electronic computers, however, the
demand for more current and usable information has been
steadily increasing, More often does one hear the words
"information support® and “command and contrdl.® It is as
though they represent a new coneop;: in management -- and, in
a sense, they do, Yet, when one looks at the overall infor-
mation requirements, he finds that they are as old as man-
agement systems themselves, and that it is only the speed at
which the information is provided, thi amount and detail of
the information that is available, and the not;hodn of pres-
entation that have changed, But, even though informmtion is

being prrovided at lightning speeds and more tasks are being

performed by automated systems, management still remains the
function of human beings, While an information system is
certainly a tool of management, it cannot, in and of itself,
manage (54:5).

One mejor problem since the new computerized systems
have been put into operation is that there is now a tendsncy
to satisfy requests with as much information as possible

rathasr than to determine and present only that which is

Preceding Page Blank
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required (62:53). Consequently, information support systems
often burden the decision-maker with vest quartitiex of data
rather than assiet him by providing timely, pecstinent infor-
mation, Even vhen specific information requirements are
known, the formt or presentation of the data is often in-
adegquate,

In command and control, sspecisally at the major command
level and above, computers are not satisfying the informa-
tion requiremerncs as well as originally intended (12:109),
They are not providing the necessary ‘nformation at the
proper time. or with gufficient speed, accuracy, reliability,
or ease of accessibility vell enough to adequately satisfy
the needs of the commander or his staff. Computsrs, of
course, do provide much needed information support, but they
still have not been applied as effectively as is required in
the commar.d and control system environment, This iz often
caused by the computer not being set up or programmed to
provide the desired informstion (2:77).

In order to determine the general requirements, one
must first understand what a command and control system is.
As defined in the Joint Dictionary (JCS Pub 1), it is "an
arrangement of personnel, facilities and the meanes of infor-
mation acquisition, processing and dissemination employed by
a commmander in planning, directing and controlling opera-
tions.® A representative definition of the civilian coun-
terpart -- the management information system -~ would be: a

communication process in which data are recorded, revised,
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and presented tc support managament decisions for planning,
opecating, and controlling (35:4), Corm&nd and control,
then, can be considered as *he ordinary day to day task of
accomplishing the assigned mission (22)., It involves the
entire spectrum of facilities, peonrle, and equipment which
permit the staff to provide information to 2 commander with
which he can make a deciaion, It i3 a management informa-
tion aystem that worke in two directions: data ccmes in, ~nd
management decisions and direction go out (33), Ths pro-
ceduras and equipment used have changed rapidly throughcut
the years, but the basic ccncepts have remained the camas,
The commander stilil must have the pertinent facts, alterna-
tive courses of action applicabla to differeant situations
and plane, projections of preser.. facts into future plans of
the grsatest probable utility, and a means to correlate ali
of these into the best decision possible (60:1),

A 1961 Department of Defense sponsored study on the

application of digitul computers asserts that:

A major barrier limiting the usefulness of com-
puters in command systems is the relative lack of
attentior being given to research and analysis
directed at understanding specific probiems of ~he
comynds., A few examples of the specific command
problams needing investigation axe:

(1) How compatible is the command's present staff
structure with the capabilities of computer
systems?

(2) How much and what type of information are
needed?

(3) How is intelligence information best stored,
retrieved, processed and used in the command?

(4) How can computers ald & given command in plan

development, evaluation, and modification?
(18:57-58)
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The objective of this thes’s is to determine and pre-
sent the criterie and concepts for the effective development
of an automat~1 information support system used for command

and centrol,

Since there are many current problems concerning autow
mated information support systems, each worthy of a thesis
in its own right, it would be impossible to adequately cover
them &11 in one study. Thi2 thesis will concentrats on
computer software requirements and application, and on
identification and establishment of informatior support
capabilities,

When analyzing command and control operations, it be-
comas pogsible to categorize the activities into four basic
functions: monitoring, assessing, planning, and controlling
{59:5~6), These are the functionz that an informatior sys-
tem must support, These functions will be described in
Chapter 11,

Once the purpose of the command and control system 1is
understocd, it becomes necessary to identify the general in-
formation requirements and characteristics naeded to support
this ovarall system, Chapter 111 discusses these informa-
tion criteria.

Chapter IV concentrates on computer software, This
chaptar presents the desired features and capabilities of an
aeffective computar language and data menagement system for

use in command and control., Even though information may be
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stored within the computer, it cannot be extracted or pre-~
gsented effectively without an adequate computer software
system,

Once the functions of command and contrcl have been
identified, the general information requirements have been
defined, and the computer software requirements have been
satisfied, it then becomes necessary to establish procedures
for the development and operation of specific support capa-
bilities, These procedurss sre containad in Chapter V.

They are concerned primarily with identifying, implementing,
operating, and modifying informatiom support capabilities to
assist the commander and his staff,

Chapter VI contains the gereral conclusions of this
thesis,

Releted Factors

In 1963, there were twenty-one individual command and
control srstems supporting the defense of the United States
(61:25)., These constituted the World-Wida Military Command
and Jontrol Systeam, This system, established by Departmant
of Defense Directive $-5100,30, attempts to provide an inte-
gratead commar 1 system at the highest level, The nub of this
cperation is the Rational Military Command System. In the
words of Secretary of Defense McNamara:

The national military command ayster (NMCS) is the

primary comphrent of the worldwide military command

and control system, It was established specifically
to provide the naticnal command authorities with the

means to provide strategic direction to the Armed
Forces under all conditioms. ., . . (6:43)
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The NMCS is, in turn, supported by the other individual come

mand and control systems, In addition to growing in number
sirca 1963, these systems are increasing thelir use of come
puter assisted information support, theraby creating mozre of

& demand for adequate davelopment concepts,

As these computer systems h&ve taken on more importance

it has become necessary to analyze more thoroughly the ilmpore-

i S

tance of non-automated acclons and to determine the most

effective manner in which autamated assistance can support
the non-automated activity, Failure ro analyze che rejulre- g
ments for informatlion support may result in the camputer
system providing informetion without any reai utility, ) %

In the 1940's and early 1950's puniched card accounting T
mechines were the new concept in data processing, They pro- . E
vided a capability for data manipulation coupled with in- ‘e é
cveased speed tha® was, until the late 1950's, the main

method of processirg and displaying informetion., Organiza-

L
L]
N S

tiona requiring thir tyrea of informition support, naturally,
developed concepts and procedures affecting this capaoility,
Witk the advent of the eiectronic computsr much greater

spesd and flexibility were obtained, Today, computers are

operacing within speeds of one billionth of a second and are

capable of parforming several different tasks concurrently.

With the concepts and procedures of the old punched caxd

syi ~ws still in effect, however, the capabilities of the ;_
ne¥w aquipment are not being fully utilized, It is now

necesssry to develop new comespts and procadures -- &

o =
B .

- .
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difficult and long procass. Tiie k3y to a dynamic and usable

aystem of information support lies in doing away with those
old accounting procedures and in conceiving informetion as
it relates o the functions of command and control, Accounte

ing and statistical techniques are well definsd and developed,

PP SR

but information Fﬁystem for the more genersl area of manage-

ment are still a relatively unexplored horizon (4:113),

o P e a0 @D G

Evern when the specific information needs o?! a commnd
are known, & problem exists not only in satisfying that need

b~

but also in satisfying it such that the information is com-

M patible with the other systems, It is a responsibility of 5
- each command to setisfy ite needs in & way that its solution I
- will, if applicable, satiefy the nseds of othsr commands, p

Ther'e must be an exchange of informetion and capability be-
ow tween the different command systems if extensive duplication 1
of effort is to be avoided, System compal ibility and stan-
dardization &re such important aspects of integrated commend

srd control that a spscial group, the Jcint Command and Coa~
trol Requirements Group (JCCRG), was astablished at the
Tantagon to integrate and standardize, ac much as possible,
- the different command and control systems., Chief of Staff
- of the Air Force, Generel John P. McConnell has stated that
such integration is necessary to permit the all-important

b~

control of our military power (16:61). These ettempts to
integreate cystems aAre just beginning, and much work remmins,

in an effort to help identity the genseral criteria and

to help datermine the best approach to the ordaerly

g o) b4
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develspuant of the individual supporting systems, sevarel
redearch studies have been spomsored, The first significant
offort was the digitel computer application study titled
omentacs. in Cowe~d and Control (18). This study, per-
formed in 1961 by the Inatitute for Defense Analyses (IDA)
and eponsored by the Director of Defense Research and Engi-

nesring (DDRAE), pressnted the prime requirements for com=
mend systom integration and mlpti.m. It i» etill used as
& basisc guide in coomend and control syctem developaent,
Cenieidarable research effort is also being performed by
ths Electronic Systems Division of the Air Force Systems
Command in conjunction with the MITRE Corporation and the
System Development Corporation (SDC). MITRE Corporstion
has developed AESOP, a general-purpose approach to reai-time,
direct access management informecion systems (45), SIDC has
developed & new system called LIGHINING, a time~shared data
panagenent system (47). These new systems, wvhen analysed
with the current, operetional computer languages, indicate
sows approaches to solving the present computer software
problems.

Hypethases
Develicopment of this thesis is based on three primary

hypotheses.

First Hypothaais. The first hypothesis is that the
computer programming system (software) has more effect on
overall systea performance and acceptarce than does the

physical computer equipment (hardwere)., The conversational
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ability, eiror detaction and correction capability, fliexiw
bility, responsiveness, and operating sase of the computer
system software play decisive roles 'n the success of the
system, More can be accomplished by an older computer using
effective software than can be accomplished by the newest,
moat &dvanced computer without a sufficient software system
to support it,

Second Hypothesis. The sscond hypothesis is cnat to be
effective, an automated command and control systsem must be
developed in an operational, ovoluciomr.y' environment and
not in a static, theoretical ocne, In several past cases,
the system requirements were defined and then contracted
for production and delivery to the command for implementa~
tion, This process generally took one or more years to come
plete, and too often, by that time, some of the original
requirements wers no longer velid, and the intended users of
the system would hesitate to accept or taks advantage of its
capabilities. _

Thicd Hypothesls. The final hypothesis is that defini-
tive detailad information requirements must be clearly
stated before successful development of an automated commmnd
and control system is possible, Stating simply that a re-
quirement exists for data in a particular functionsi area
may be fine for manual systems, but because of the vastness
and complexities of a computerized system, specific, de-
tailed requirements are necessary,

T LIS T S T R Ty T o
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Expounding these three hypotheses will estabdlish the

Boiwamesy
- .

bagic criteria for the effective development of an automateu

‘nfcrmation support eystem for command and control,

Natuce and Sourced of DefA

Several sources were used in acquiring data for this
thesis. Information on current s'stén concepts, capabilities
and opsrational procedures were obtained from the following:

1. Air Force Integrated Commarid and Control System

2, Department of the Army Command and Control System

3, National Military Command System

4, Navel Command System Support Activity

5. USSTRICOM Command Control System
Data were obtained from documents produced by these organi-
zations and from personal interviewg with the managaers and
developers of these systems., Documentation was in the form
of system philo.ophies, system descriptions, operational
capability plana, operational requirement specifications,
and user information guides,

Computer programming languages were analyzed by using
the information manuals and specifications Drovided by the
davelopers and by interviewing selected, individual pro-

gremmers and users of these languages, The following lan-

gusge systems, listed with their developers, were studied

for their general opereting and programming characteristics:

. AESOP == MITRE Corporation

CCL =« USSTRICOM and NAVCOSSACT

JOVIAL =~ System Development Corporation
LIGHTNING =-= System Developmwmt Corporation
NIPS «~ Rational Military Command Center
OUR <= Alir Force Integrated Cormmand and
Control System

NP LN,
L ]
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The analysis and presentation of this data will provide
the general criteria for the effective development of come
puter assisted information support systems for command and
control, The presantation of developmenta) &and operational
concepts will also indicate several areas requiring further

independant research,

e s e e o e s LA, | |
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CHAPTER 11
THE FUNCTIONS OF COMMAND AND CONTROL

General

One of the most important queations that should be
asked by managers and analysts when developing a new infore
mation suppoirt system is for what purpose the computer will
be used, A paper presented on this subject at the 1965 Fall
Joint Computer Conference began:

The computer has been so widely accepted as a

tool of management that there is no longer any

debate about its ability to serve the needs of

management, But, unfortunately, the introduction

of a2 computer does not in itself guarantee in-

creased effectiveness, efficlencies, or profits

in the firm, Rather, the computer must be viewed

as still another managexent resource from which

certain benefits can be extracted but these ad-

vantages do not automatically result from instal-

lation of thes device, , . ., Today, the question

is not should a camputer be used, but rather how

managemsnt can best use the computer to serve

its needs (10:145),

Questions should be asked concerning what information
the inf:rmation support system should provide, to vhom it
should be available, and in what format and by what means it
should be presented. Perhaps many of today's problems in the
command and control area could be diminished 1f, instead of
Just taking aveailable information and structuring it into a
pregsentable format, more time were spent on analyzing the ine

tended purpose of the information and in insuring that the

13
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information presented satisfies soms zort of functional need,
1f the f'mctional categories and objectives of a command and
control gystem can be identified, it will b¢ easler to deter-
mine both what information is required and how it can best
be presanted,

The main objective of an automated information system
is to support the commmnder and his staff (69). To do this,
the system must provide the informatior needed for setting
objectives, shaping and svaluating tlternative strategies,
metsuring &nd interpreting results, and for making decicions
and issuing directives (19:28),

The Department of the Navy identifies the goneral man~-

agement functions as:

1. Determining sbjectives and missions
2, Planuing

3, Progremming

4, Directing

5. Taking action

6. Observing

7. Evaluating

8. Controlling (53:H-8~-H-10)

On the other hand, the United States Strike Command
stetes that there ere four basic functions of a commnd con~
trol systea, They are:

. Monitoring
. Assessing

. Planning
. Controlling (59:5-6)

W N e

Analysis of these two lists of functions shows that
they sra redlly the same., Ths only difference is that the
Ravy his expanded the four basic functions identified by
USSTRICOM, This axpansion is thown in Figure 1.
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I USSTRICOM Dept, of the Navy .
==:_=_——__——__—‘=# i

Determining Objectives
Planning and Missions \
Planning

Programming

Directing
Controlling | Taking Action
Controlling

Monitoring Observing

Assessing Evaluating

Fig. 1. USSTRICOM and Department of
the Navy Versions of the Functions
of Command and Control

The four functions identified by USSTRICOM are those
that will be used throughout the remainder of this thesis,
It is these functions that an information system must sup-~
port, Each will be analyzed according to its role in a

command and cont: 1 system,

The Monitoring Function
Monitoring is the proc.ss of maintaining environmental

cognizance, It provides the .rimery information interface
with other comnands and agencies, Informetion collected
through monitoring provides rhe commander and his staff with
the status and condition of his forces and with the overall
polit! :al, economic, social, technological, scientific, and

rilitary situations, The monitoring tasks directly feed

A
¥

information to the assessment function, which in turn pro-
vides the plsnning and control functions with informstion

upon which long-range plans, immediate actions, and

- A L R . AR B N T T R~ Y™ NS T (RN AL N o O SNE YN IPS
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alternative selections can be based (59:5)., Monitoring in~ T

cludes the following tasks:

» P
4 v

1, operations monitoring i

2, situation monitoring

3. resource monitorirg .
¥ 4, policy monitoring |3
2 5. plans monitoring (58:B~1) "

Operations monitoring provides information support con- i

cerning the activities of a military operat®on, It permits

obgervanca of the overall situation and provides for the

allocation of resources as required,

ituation monitoring is the monitoring of events and

g
conditions that are not involved in a military operation, v %

-

Here, the concern is monitoring poiitical, social, and eco-

nomic sitvations for possible actions to be taken, The ‘

physical environment, including geographical, geological,

and climatological factors, must also be monitored, Situ-

ation monitoring cherefore, permits the commancer and his o

starff to keep abreast of the environment, It is most cori~
monly referred to as the intelligence information,

Resource monitoring'supports command and control by
providing informmtion on the status of forces and their
associated logistic support resources., This monitoring is
applicable to both friendly and opposing forces., The pure-
pose here iz to know what is avajilable and where it is lo-
cated if action is to be taken,

Policy monitoring includes keeping abresst of orders,
events, and conditions of & directive nature, This monitor-

ing helps detsrmine if the contemplated #ction 1s in
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accordance wich the policies of higher authority.

Plans monitoring, cthe last of the monitoring functions,
entails keaping bcth current and available the plans and
supporting plans for all contemplated or contirgent actions,
This will help keep the commander informed »: both the ac~
tions to be taken and the forces to be invelved once a plan
is placed in operation,

The Assessaent Function

The second function -- assessment -~ permits the evalue

ation of events, situations, and conditions against an estab~

lished criteria, 1t provides the basis for selection of
courses of action, These selected courses of action in turn

provide for the development of the concept of operations, - ;f?l

Assessmant ¢f plans feasibility permits evaluating . » ade- : ;_i;
quacy of tha resultant plsn te meet various pessibia situ- '

ations. This is followed by the assessment of tha inter-

action of different plans on the assignment of forces and
allocation of logistic resourcee, Assessment of the situ-
ation varsus the plans provides an indication that initia-
tion of operations may te appropriate, These operations
can than be further assessed on the basis of applicable
plans, the allocation of resources, and the impect of re-
lated situations (59:6~15),
Assessment includes the tollowingrtlsku:
1. operations assescment
2, environmenta! asgsssment

3. 0 tional readiness assescsment
(58:8=3)
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Operations assessment is the evaluation of military E
operations against cthe current plans and policies, It is g
hers where the executicn of coperations is compared with th-o 'I ;

planned accomplishment of objectives, where both current and -
‘ 2
future operations requirements are compared with the alloca- DA

tion of forces and resources, and where the influerice .f the b

opexation on rolated situations is evaluated., In short,
this 13 the area of determining whether current couxrses of

action are accomplishing the planned objectives,

SRS INPPINERAT W S S PR B8 K s

Environmental &ssesenent provides for the evaluation of .
current and precdicted sltuations against present policies, +
It is this comparison that rasults in the genasration of *

courees cof action for support of long-rance planning, The
anvircnmental situation must be comparsd with the current 3

plans to anticipate requirements for initiation of military

’ .

operations and to indicate where new plans must be devaloped,
The influence of the snviironment on miiitary operations is
also evaluated in thie assesument acea, It iz through the
agsagsment of environmental situations Chat plane an¢ poli-
cles are modified and military operations ere initiatled,
Readiness zssessment is the process of svelusting the
capability to perfoara requirad operationi sgainst an estah-
1ished criteria. To do this, the feseibility and adequacy
of the plan to meet the situation muct be assessod, the ailo-
cation of resources to current planse must be sveluated, the

readiness f the forces assigned to spacific plens must be

G OB B W =g wed P

dstermined, and ths logistic readiness must be knuown, The
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general purpose of readiness asseasment is to determine the

ability to perform a plannad operation,

Ihe Plannine Function

The third function of & command and control system 48
planning. Plarning includes the developmiut &nd maintenance
of concepts, nrograms, proceduras, and operation plans, In
general, the planning functlon involves the generating, ree
viewing, maintaining, and modifying of operational plans &nd
policies, manuals, SOP's, cperating instructions, direc~
tives, and regulations (59:6-15)., Planning falls into the
two followirg general categcries:

1, long=-range plamning
2. short-range planning (58:B=3)

Long~range planning is that planning accomplished be-
fore the initistion of &n cperation., The activitiees include:
formulating po;lcy and procedure, preparing operationel
pians, reviawﬁng supporting plans, ravising and updating
plans, and correlating plans,

Short-range planning, on the other hand, entails the
sclection and modificacion of plans required to mset the
chenging operational situation and the issuing of opera-
tional orders, including the allocation of resources. The
curcency of the information is much more critical in short-
range planning and must therefore be disseminated as quickly

as poasible,
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Tae Centrolling Function

Control, the last of the command and control functions,
is 2 continuous process of directing the courses of action,
This function encompasses the classic military decision-
making processes, application of the decision-maker’s au-
thority, and ‘_.e cocordination between the commander and his
staff with external ovganizations, All of these must be
accomplished in light of the mission, objectives, and opers-
tional requiremsnts (59:6-16), Those areas to which the
control function pertains are:

1. operations conirol

2, raesources control

3. commnd liaison and coordination

4, internal crganization control
(58:8-3)

Opcrations control is tha control and direction of one
going operations by the commnder, This area includes con-
trolling the tactice) cperations and the movement of both
forces and resources during the operations phase, It is
the process nf determining the best courses of action, re-
vieving anc approving plans, and compering and evaluating
alternatives,

Resources control is the control of the forces and
logistic support available for an operation prior to initi-
ation of the operation., Here the concern is with planning
directives, 3llocation of vehicles for rosource movement,

establishing priorities, and developing inspection, alext,

and communications procedures,
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The other two control areas, command liaison and co-
ordination, and internal organization control, are involved
in coordinating operations with other organizations and in

controlling the internal organization and activities,

summary

These four main functions -- monitoring, assessing,
planning, and controlling -- are the basic functions of a
command &and control system, Figure 2 graphically shows the
interrelationship between these functions., The exercise of
sffective comrand and control, and thus the werk of the
commander and his staff, revolve around these genersl
functions,

The effective performance of these functions, however,
can only ba accomplished through the receipt of adequate
and timely information, No profitables decision can ba made
without first analyzing the available information bearing
on the problem, The requirements and characteristics of
this information, in support of the monitoring, assessing,
planning, and control functions of command and control, are

the subjects of Chapter I1lI,
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CHAPTER II1
INFORMATION REQUIREMENTS AND CHARACTERISTICS

Genexal

Just &8 people are the key component of any command and
control system, information is the key ingredient,

The three elements which form the significant

core of the decision-making process include the

element of information, The decision=making

process is the sum of a person's experience pius

the creative thinking he applies to the problem

or question at hand, plus the information he

brings to bear on the problem, Consequently,

profitable decisions can be shown as a formula:

decision equals expesrience, plus creative

thinking, plus information (39:61),

Information is the life blood of the system, It provides
the fuel for the decision-meking p:ocess and permits the
all-important interfaces ' stween higher, lateral, and lower
echelons of command, The exercise of command &nd control
is dependent upon the availability and exchange of required
information,

Not all representations of human knowledge can be con-
gidered as information -- at least not for the purpocses of
this thesis, A distinction should be made between the terms
Pdata®” and *"information” in order to insure proper under-
standing of the processing functions involved, Data are the
raw facts or the unprocessed items representing some know-

ledge or intelligence, Only when these data have been

23
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processed and combined in such a way as to have utility in
one of the command and centrol functions can they be called
information, The amount of data that could be accumulated
in a major command and control system is astronomical, The
choice of just what data are to te stored in the gystem and
vhat information is to be provided from them is an important
command decision in itself {(49:228), Only by insuring that
the proper dsata are in the system does it become possible
to provide the necessary information.,

This informetion is provided through use of an infor-
mation system, which is defined as any organized and estab-
lizhed procedure for gathering and combining data in such a
way as to provide useful informetion (44:652)., Tc do this,
three general requirements must be satisfied: first, based
onn & known information nesad, a capebility must be established
for determining and than gathering the required data; second,
a vehicle -- either manual or autometed -- is needed to col-
late and process these data into meaningful information;
and third, a means must be provided wherasby the needed in-

formation can be presented to those requiring it,

Iyres of lnformetion Jystems
In a command and control system two general types of
informaticn systems are used -~ operating systems and re-
porting systems (35:28), Each has its own purpose and re-
quirements, In addition to these two typea »f systems,

information is separated into two basic levels, The first
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level ~- the d.tailed in.ormation leval -- fulfills moet of
the decisiori-making needs of middle and lower staff manage-
ment, The second level =-- the generalized information
level -~ flows mostly at the higher staff levals within the
command, "It ig tne crucisl stuff -- sometimes intuitive
and vague ~= out of which executive decisions ara often
carved” (50:26), There is a definite need for both detailed
and generalized information since they are ganerally uced
for two different audiences (30),

Operating systems are used primarily in the monitoring,
agssessment, and control functions., The information provided
is primarily at the generalized levsl, although some de-
tailed informetion mey also be used, The information is
usually current -« no more than a day or two old -= and has
been extensively processed to omit extrsneous data, Command
centers, combat operations centers, and emergency actlon
can _ars are axamples of where such systems are used, Thesa
operating systems are directly assoclated with tha perfor-
mance of the arsigned mission, They provide the vehicle
through which ths commander obtains a current awareness of
the situation and through which he contrcls his forces &nd
operations (21:69),

Reporting systems, on the other hand; since they usually
provide the more detailed informmiion, are used mora by
staff persomal ti.an by commarders, These syitems are used
in all four of the commend and control functions, The in=-

formation provided ig detailed and consists more of
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historical and objective type data rather than the current
and subjsctive type data of the cperating svstems, Reporte
ing systems incorporate most of the periodic data require-
ments and form the basiz of the information procesaing
eystem date bank, These data, once proctessed, are often
used &s inputs to wne operating aystem, Reporting systems
are getred more “oward the planningz : metion while operating

systems emphasize the controlli.g function,

Throughout the previous discussion, informaticn systems
were emphasized, In order to mors fully appreciate the ime
pact that thess systems are :naving, it is important to cone-
sider the objectives, or, mox. correctly, the long-range
sffect of the automated informatior Lystem, Th~ Department
of the Navy identifies ths long-: inge object:ves of an &uto-
mated system, stated in terme ~. characteristics, as:
Organization Integration
Manggemant Function Integration
Resources Integration
Language Integration
Information Selectivity
Maximum Automatic Information Control
App-opriate Use oif Managsment Sciences

Economic Balance
Man/meciine Balance (53:Heleol<4)
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These characteristice, because of their futuristic if not
cosmic objectives, are discussed further. The remainder of
this saction is a eynopels of Appendix H, "Frrinciples and
Concepts,” SECNAVINST 10462,7B, gutomatic Daja Processinz
Fxozrap.
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Orpanizaticnal integration requires an intercomnection
of all data sources, processing units, and 'isers, In effect,
t* axre would be one large data basa, without duplication of
data and with acce<s for all required users, The objective
is neitlier centrelization nor dacentralization of managemant
but rather providing a system that will accommodate elther
one, This would entail consistency of communications equip~
ment, language, timing, and media as a consequent %t of
this objective.

Management function integretion provides a constant
cornparison between what “is" and that which "should be” or
»can be” within each management level's cognizance, This
refars to an integration of related infcormetion created
within the four command control functicns, It implles the
sams language, categorization, degrae of datalil, and channel
for toth operating system and repo-ting aystem information,

Resources integration comhines data on personnel,
material, tools, facilities, time., fthat which was to bs done,
that which was done, and the dollar valuas represented by
sech, plus any other psrtinent unique, natural, or environe-
mental factors, The objective is tc identify with sach bit
or item or data all of the significantly interrelated deta
pertaining o it. The purpose is to design data not just to
show the past history of an ucset but rathsr to show lLiow
much usefulness and liahility remein, This concept will
produce information concerning what can and cannot be done

in the ruture. when, whcre and with what the inventory must
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be modified, and just what loglstics provisions will be
involved,

language integration has as its objective the ability
to record, transfer, process, summarize, analyze, store,
recall, ar4d display informeétion with & minimum of human in-
tervention, This requires a complete standardization of
codes, functions, symbols, and information content aiong
with the utilization of universal or standard programs,

Information selectivity is the automatic screening and
selection out of the full store of data, and the automatic
delivery of only that data which is necessary to each par-
ticular organizational unit and level,

Maximum automatic management control implies relegating
to machines all mechanical decisions, leaving for humsr con-
sideration only those things redquiring mental faculties no
machine has yet been constructed to duplicate, This would
produce & mere accurate, more consistent, and generally
bstter work product, It would also permit more time for
ranagement to devcte to exceptions, creative thinking, baszic
planning, and self~improv:went,

Agpropriate uss of managemeni sciences includes the
development end use of such scientitic techniques as linear
preesanming, dyramic programming, queing thecwy, probability
theory, game theory, information theory, atatisticel methods,
and others yet to Le developed, The objective is to use
the most advanced scilenitific techniques and equipment for

computation and simulacion that will assist management in
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determining the most rational or optimal combinations and
sequences in the use of resources for any givern result
desired,

Economic balance vequires an optimal unase of resources
dallocated to information systems &8s well as en cptimal bal=-
ance betveen rescurces allocated to information systema and
resourcas allocatad to all other things, The point of best
total economic belance i3 resched when any further changs in
resources for information systens will decresass the effece
tiveness of the entire service with all of its rssources,

Man/mechine balance, the last of the long-range objec~
tives, refers to optimal belance in the utilization of non-
human and human regources in both information systems and
maragement, This raquirss & balance between capability of
equipment, capablility of perasonnel o mike the equipment do
all that it can, and capability of mensgement to understand,
specify, and ugse the information product that wilil da of
sreatest utilivy.

Although theze long-rénge objectives will not be rasal-
ized in the near future ~- if ever -- they do provide a
perspeo:tive and apprecistion for the potential of autosmted
information aystems, They provide either a2 goel or something
to be avoided, depending on one's point of view, In eithar
case, it is still nscessary to ldentify the general informe-

tion requirements #nd characteristics, which foliowus,
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The autometed informmtion support system furnishes rthe
commander and his staff with the information reguirsd to
=" decisions and conduct the zaneral operations of the
commend, The »ain purpose iz tc provide needed Information,
nct mersly to marsha) mounds of deta (11:5653,

The role of informecion in commend and control is baged
upon certain contributing lacturs, sowe well dofined, ovhers
gather obscure, Certaln basiec roquirements, such as the
dispcsition of forces or the availebility of resources, have
been rather well estabdblished throughout the years, The per-
saal requiremonts of the commnder end kis staff as to the
degrec of detail and the format of dasired informmtion, how-
ever, is rether cbscure until specified by tho individual
user, Therefors, it is impossibla to specify & complets set
of information requirsments that will saciafy everyone
(56:4), The range of deteil of informmtion 1is extreme,
varying from the ganer«l and implicit ¢o the expilcit defi-
nition of & single data item, The ;ob of directly relating
informttion rejuirements to the basic functions of commmand
and control, considering the volume of potentially useful
infcrmation, conseguently, ce:omes tremedously complex,

One approach in attes ting to sat’afy this requirement
ia the "input-orisnted” approach, This system is designed
to gather all the date awailable, to store thee in some
crganised fashion, and thent to vry to satisily inforwsation
requests as thoy arice (11:566), The preblem with this
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approacih is that the resultant data base will not be able to
satisfy many of the information rejuirements, In other
words, it will not be compiete e.i.ough teo provide satisfac-
rory information support -~ agpecially at the higher manage-
marnt levels, T~ Jaca base will only contain informution
that is easily obtainable and that can be stored eccnomi-
cally and maintained centrally, There is much more informa-
tion that mansgement will nesd (5:72), This "input-oriented®
dpproach, thaorefore, may satisfy a great deal of the report-
ing syatem requirementa hut will not provide satisfactory
support in the operating cystem area,

Ansther approach to satisfying information requirements
is to analyze the teska perfurmsd by selected individuals

and to try to deteraine tha specific information they need, !
This "specific-requirement® approach, although it ic the one
uged in many of the commnd and control systems opsrating
today, h&s sevaral disadvanteagez, First, management must
smend an inordinate amount of tims trying to communicate its
needs, Second, the time between the raquest for information
and the 5. tisfying of the request is ugwall - too long, This
is because of the many sters involved in intorpreting, pro-
cesgirg, and reporting, Finally, and the moet important of
all, if mnpagement had not previously specified a similar,
if not identical, requirement, the data would probably not
be available with which to provide the information (11:5653),

The third approach to this information support problem

is the "cutput-orisnted” apprcach, This approach
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concentrates on the gener&l ocutpute needed £~d at.empts to
provide the data necessary to produce these cutputs, This
system recuires advanced planning atout the general kinds of
informetion wanted and about the input data needed to estab-
lish the basic dats files, It differs from the “input-
orisnted® system in thet the input data are more carefully
selacted and may not always be readily available, It dif-
fers from the "specific-requirement” approach in that the
data are more comprshensive, and the outputs are more gen-
eral in naturo,

Although this third approach appears to be the more
advantageous, tho mein problem with it and the reason it is
not used extensively in the breaent command and control sys~
tems is that, currently, no adequate, general-purpose data
managemenit and information retrieval system is availabie for
saetisfying the requirements of this "input-oriented” or
*gseneralized” approach (41:92; 57:23; 30), Until an accept-
able, generalized data processing system ir made available,
the "specific-requirements” approach will prevail in command

and control systems -- and so will its inefficiencies,

The collecting and processing of data and the presenta-

tion of resultant information does not, in itself, insure
that the information requirements are being met, Once the
genoral requirements have been determined. the necessary
data have been obtained, and an adegquate vehicls for manipu-

lating the data and presenting the information has been
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established, the syatem may still provide totally unaccept-

able information support, This may occur because one or

more of the escential elements of information have not been
sufficiently satisfied, Those slements are that information

should be:

tailored to the user's needs

in the right amount

in the right format

co: sidered in the proper time frame
Presented to the right person
underatarndable

cost effective

accurate

. egsential

10, uesable

-

VOONANE W
-

11, easily accessible (54:5; 1:272; 56:6; 19:29)

Each individual user has his own personal preferances
and his cowm specific needs for information. Therefore, a
standard output formet will not satisfy the needs of all
users, Informarion must bs tallored to provide the user
with his own specific, psrsontlized support,

The amount of information provided is also important,
Too little information will result in decisions based on
incomplete facts, and too much information will either be
ignored or will retard the decision-making process.

Another element to be considered is formmt, A vice-
president of Bell Telephone Company has said:

The informatiom which pours onto msnagement

desks has been compared to a daily newspaper

printed without headlines, capital letters, or

spacing between lines and words -~ in effect,

an incomprehensible and not a message!
The vital news may be , but 4t lies buried

almost beyond Iwmman retrieval (50:22),

When information is presented, it must be arranged such that
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it imparts the meening for which it was intended, Informa-
tion presaented in indist¢inguishable form serves no accept-
able purposw,

Information, to be of value, must also be timaly.
Frovided too late, it is of no use, Often, hecause of the
delays involved in rsquesting, processing, and presenting
the information, it arrives after the need {or it has passed,
Information presented at times other than when it is needed
will, in most cases, be ignored,

Insuring that information is presented to the right
person i3 & problem that is often overlocoked, Many man-
months of time can be spent determining specific require-
ments, collecting data, writing computer programs, and
developing presentation methods only to have the resultant
product fail to reach the individual who could der.afit from
it most., It is not uncommon for lower leavel staff officers
to prevant needed information from reaching the higher eche-
lons. Because of this, the knowlelge of many of our senior
military cfficers concerning what is resally going on in
their organizations is often inaccurate or misinformed
(49:222). This is not to say that he should receivs sll the
information available but that care should be exercised in
omjitting and compiling iower levels of information for his
use,

Information must also bte understandabie, Excessive
coding and symbolizing will detract from the informetion's

utility. Heavy pedantic styls and the removal of
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information from its proper context will probably add a
level of confusion to what may already be a perplexing situ-
ation, 1t serves no useful purpose tc¢ provide a uger with
information he cannot interpret <~ understand,

Cost effectiveness is a term that is often used within
tha defense structure and applies here as well as in other
areas, The value of the information must be considered
against the cost of Jsbteining and processing the data re-
quired to produce it (11:573), Economic considerations play
an important role in the development of information support
systems and, therefore, restrict the amount of data that can
be collected and stored, Expensive data and sophisticated
processing should provide worthwhile information returns if
the system 12 to be permitted to co:tinue funEtioning.

Accuracy of informetion is a goal wvhich should be con-
stantly strived for but which cannot efficisntly be com~
pletaly obtained, Inaccurate transposiv.on of data, physi-
cal loss during transmissicn and processing, misinterpreta-
tion within the rsporting or processing chair, and stringent
time compressions all tend to genorate error (56:7)., Accept-
able tolerances in this error level 1s a function of the
value of the information to the overall mission, Decision
makers in cormand end control systems must, through neces-
sity, meks decisions based on lers than completely accurate
lata, lne greater the accuracy, howover, the greatsr will
be the user's confidence and acceptabilicy of ths informa-

tion presented to him,
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Essential information is that inrformation required by
the commender and his staff in order %o make & decision,
There is often a tandency to store and outout as much datae
as is physically possible or to simply extract from the com=~
puter exactly the same information that was put into it,

The computer should not be used merely as & huge filing cabie
net from which to produce mounds of non-egsential informe-
tion (30). Non-essential information contributes nothing to
the decislon-making procass and is therefore irrelevant,
Experience has proved that the mere flow of essential infor-
mation will tax communication capabilities and that the ine
troduction of non-essential information can be expectad to
saturate it (56:5). A concerted effort must be made t. pro-
~a88 only that information which relates directly to and
supports the operation,

Usabla information is that which can be applied to the
performance of one or more of the command and control funce
.ions, Everything required of the information may be pres-
ent, but, becsuse cf outdated procedures, prejudicial
opinione, or plain insability of the information recipient,
it mey not de applied or included in the necessiry decision
processes, Usability is primarily a function ~f management
snd requires flexidble procedures combined with trained, com-
petent users. If the infcrmation cannot be appiied then
there i3 no valid reason for the informetion support system

to continus to exist,
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The last desired characteristic of information is that
it should be easlily accessiile, Unlesz the information is
critical, the user will not bother to abtain it if he must
endurse complicated or tiu@:qonmig}g procedures wgif.‘ an in-
crdinate amount of time, or romove himself from his familiar
working area to go to some tasement dungeon where the equip-
ment 18 located, One of the current operational systems
states that simple informution retrievals may be made bdy
using the standard retrieval programs, When cne tries to do
this, however, he finds a fifty page book explaining how to
uss the system and disccvers that sixteen punched carde may
be needed just to define what is wanted within the system
capability, It is doubtful that such a system will be used
by other than the most tkillful programmer, Likewise, if an
individual must wait days instead of minutes for informe-
tion, he will find ways of operating without it,

If an information system is to be acceptable, all of
the characteristics discussed in this section should be un-
derstood and strived for, Effective storage, retrieval, and
prosentation of timely, adequate information are indispen-
sable jreconditions to achieving & useful #nd accsptable

automated information support systam (54:5).

LAY
The information requirements and characteristics dis-
cussed in this chapter st be considered throughout the de~
sign, develovment, and operstion of any information support

system if that system is to adequately and effectively
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contribute to the command and ¢ontrol operation, Decision-
meking reqiires information, To make the best decision
accurate and useful informmiticn is required, 1t 1is not &
question of quantity but of the quality, timeliiness, and
aveilability of the information (19:28), The purposs of the
informetion support systam is to provide the commender and
his staff with adequate information to monitor, assess, plan,
and control so that they may determine the bast courses of
action and meks the bezt allocation of forces and resources

necessary to accomplish their mission,
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UHAPTER IV
COMPUTER SOFTWARE REQUIREMENTS AND CONCEPTS

er’

Electronic data processing has made vast quantities of
irformation available for today's managers, While much ime
provement can yet be made in command and control systems,
particularly in the automated information support ares, a
commander and his stoff still have mors information availablse
to them today than they h&ve eve: had in ti.» past, Tu pro-
duce this information,‘an slectionic data processing system,
controlled and directed by computer software, is necessary,
This sc{ ware system is defined as the totalitv of computsr
programs and routines usec¢ with the data processing equip-
ment, data collection equipmenz, and data display equipment,
It includes compilers, sssemblers, translators, emulators,
programs, and subroutines, as well as the overall op-rating
and control systems,

The purpose of the software system is to permit thea
storage of large quantities of data, the selsctive retriesval
of specific informmtion, calculations and manipulations of
the data to produce special comdbinations of information, and
the presentation of information (55:9), Without such & sys-
tam, the availabie data and the computer equipmant cannot be

put to use, It is the softwere system that provides the
39
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interface bstween the user and tha equipment and that ace
complishes the actunl rotrievel and presentation tasks. The
computer, without an adsyuate software package to go with it
can do nothing more then dtand there and uge electricity.

Te ba sffective in a comrand &ud control envirconwent, &
cuuprshensive goftware rackege designed to meet the require-
ments of ths user ia needed., A completc softwears package

will include the following programming &nd operating cape~
bilities:

I, A basic muchine code for direct commmication
with the computer

2, Assemdly programs for comverting mnemonic codes
and zymbolic =ddsr-:38es into basic méchine co-de

3. Macro instruction: which gensrate several
additional machine coded instructions

4, & subroutine library which defines standard
mathemat.al and logical operations

5. Ganerator routines which provide & specific
seriss of instructions based on input parameters

6. An operating system which controls the processing
of programs, input and output operations, and
overall aquipment controi

7. Utlliry programs that provide debugging and
housekeeping operations

8. A compiler which translatez programg cxpressed
in paseudo-coded instructions into machine~coded
ingtructions

9, A problem-oriented language which is tailored
for the specific computer application

10. . query languege for direct communication with
the user

11. A libraxry of program packages that satiefy
lxlmcif ic information requiremsnts
(11:475)

At present, a great deal of attention is being devoted
to developing comprshensive gcftware packages for use in
commind and control, Thess new software systasms all contain
the stendard sleven items listed above, but still, none of

them provides an overell programming system which can be
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considered adequate on the basiz of gensral commend and con-
trol applicability and wide user acceptance (57:23), There-
fore, the requirements and characteristics of an overall

computer goftware package is th~ subject of this chapter,

In Septenber, 1966, the Secratary of Defense directed
the Joint Chiefs of Siaff to conduct & study to define the
mejor requirements for automatic data processing equipment
&and software for the World-Wide Military Command and Control
System (WWMCCS) (52), A Joint Study Group composed of rep-
regsentatives from the Defense Communicationsz Agency, the
Defense Intelligence Agency, and the Military Secvices was
formed and conducted the study undezr the chairmanship of the
Joint Command and Control Requirements Group, The general
operating requirements, as stated by the Joint Study ars:

[ d
[ ]

Batch Processing

Real~-time Processing

Multi-progra.ming

Milti-processing

Remote Terminal Operations

Special Security

Display Processing

Communications iInterface

Maintenancse Diagnostic Software

((J:Sx: 1;.:):0 Program Checkout and Dsbug
i

These requirements are deorived from present and projected
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WWMCCS capabilities and indiceate the general software needs,
Each requirement is discusssd further,

Batch processing is the sequentikl processing of more
than one data record by the sape prozram or series of pro-
grana. The updating of a data file dy processing a series
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of carda or tape records, all containing transactions or
othar updats informetion, is sn exemple of batch proceesing,
In this cees, the necagsary programs are loaded inte the
computar, & batch of updste information 1s loacded into the
input device, and te entire updating jod is run to com-
pletion, This type of processing is ussed when 4 substantial
wumber of items ars to ba updated, and when the updating is
done on & periocdic besis, ‘

Reel-time processing, on the other hand, is the pro-
cessing of data as it becomss available, Instead of col-
lecting all of the update data and then procaessing it at one
time, edch individual update is handled saparately, This
mesns that if ten transactions are to be added to a data
file of stock balances, the programs required to add the
transactions would be coperated ten sapar~ts times rather
than just once. Although there are several other defini-
tions or real-tims processing, they apply more to weapon
systems and to automatic mechanical control systems than
they d¢ to command and control., Real-time processing per-
mits continuous operation of a computer and allows several
different jobs to be sequantially performed without hum&n
intervention., The software system itself automatic. 'ly
loads the necessary pre=-stored programs needed to accomplish
the job, This typc of processing will provide a faster re-
spongse to demands and will produce & more current data base,
all elese being equali, The wmost important point here, howe

ever, is that once the data 1s made available, it is
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immediately pleced into the system instead of being held un-
til some later tims,

Malti-programming is defined as meintaining multiple
taske in an active status with interleaved processing ac-~
cording to some schedule, In multi-programming, seversl
computar operations are kept in an active state, At various
timss each operation is given controcl of some part of the
computer system untii it or another operation is completed,
or until & naw operation is brought in to replace &n older
one, Multi-programming results in the capability to conduct
several processes, such as computation and input/output
operations, siritaneously, with the objective being to keep
the computer as busy as possibie, This can be done by
sw.tching control to another task when one operation is
forced to wair for the completion of an activity in some
othar part of the computer, for example while waiting for a
card to be punched or & line of information to be printed,
Since input end output speeds are usually slower than the
internal processing speeds, the central processing unit is
often waiting for the data transfer to be completed, If, in=-
stead of waliting, some other operation could be started, the
resulc would be a reduction in the overall processing time.
Multi-prograrming will accomplish this task,

Multi-processing is the simultaneous processaing of two
or more tasks within a computer configuration consisting of

two or more central prccessing units, The purpose is to

simultaneously share the processing load, A multi-processing
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capability employs seve.&l central processing units, all
attached ©o common storage and input/output devices., In
this way, one unit can be performing the input task, and the
other can handle the output tasks, The overall effect, just
a3 in m.lti-programming, is reduced nrocessing time,

It can be seen, however, that multi-programming is pri-
marily & programming technique involving software, while
multi-procegsing is primerily a processor technique involve
ing the equipment, 1t is possibla to combine the twe tech-
niques and to perform mlti-programming on a multi-
process.ng system, In additiorn to providing still faster
processing speeds, the system becomes more reliable since
if one unit fails the system will still be able to operate,
although at reduced capability,

Remote terminal operaticns provide the capability for
multiple access to a common computer system, Usoer input/
output devices ars connected via some communication link to
& remotely loc&ted computer system, In this way, the user
is not required to leave hi. general work area to make use
of the system, Instead, he can communicate with the system
and obtain his desirsd informetion via a nearby console,
Remote stations also permit a means for directly providing
update dats to a system instead of requiring the data to be
handled several times before it reaches its destination,
Providing for remote terminal operations will facilitate the

operation and acceptance of an informati-n processing system,
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A special security requirement is needed to vrotect
certain sensitive informstion by insuring that only quali- 2
fied ugers are given access to it, With sevsral users being |
able to retrieve information from the system, a specia. coud-
ing or identifying system must prevent the unauthorized dis-
closure of certain, selected data,

Display processing is another vital part of the softe~
ware system, With an automated system a large amount of
information is rexdily available, Much of this mfmtion
must be summarized and translated into graphic, pictorial,
and symbolic images for presentation on & cathode ray tube
or some other visual display device, The processing of this
data for presentation and the control of the display device
itself are both operational software requirements, The ad-
vantages of automtsd displays include: reduction of time
required to present the informeticn, selectivity of informa=-
tion content &and format on & single display surface, saveral
different display units being able to present the same in-
formation at the same time, rapid retrieval of information
from a large data bass, increased capacity for information
handling, and a reduced expenditure of resources,

A commmicatione interface between the transmitting
and receiving device and the computer system is also re- *
quired, The exercisa of command and control is dependert |
upon the exchange »f essentiel information between subordi-
nate, lateral, and highaer authorities, If this exchange is
to be timely and effective, &8 method must be provided to
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quickly pass computer prodgced information from one command
and control system to another, With the Automatic Digital
Network (AUTODIN) already transmitting and distributing much
of the data used in command an? control systems, dirsct in-

sertion of this data into the information processing system

becomas highly desirable,

A gystem that will satisfy the requirements dis.-3sed 1
above will rost certainly be quite complex, To ranually +
check each piece of aquipment for proper operation would be b
an impossible task, Instead, the software system must in- M

¢lude the adility to automatically check every operation on
every piece of equipment and to diagnose any problem, In
this way, an sntire system can be completel tested whan

signa of trouble appesr,

On-line program checkout and debugging allows a pro-
grammer to directly communicate with the computer and to ob-
tain computer assistance in ‘solating and correcting program
logic and coding errors., The existence of such a program-
ming aid will reduce program development time and will help
to provide a more error-free system, Generally, the better
ths program checkcut and debug capability, the better the
software reliability,.

Each of the operational software requirements previously
discussed ccnftributes to the effectiveness and acceptability
of an overall data processing system, It is, of course, not
necessary to satisfy all of the items to have a successful

system, Those items which are required depend on the size




P ey gk SER 83

—

B ot pemd i

47

and application of the individuzl systam involved, For com-

mand and control use, at least for those systems that are
part of the World-Wide Military Command and Control System,
all of these capabilities are desired, This is not to say

that they are all currently available,

Software Concepts

When developing & software system for information sup=-

port, one must first establish the general operating philos-

ophy and development concepts to be used, Those concepts
which are necessary for effactive software development are
identified by the terms general-purpcse, user-oriented,
modular construction, and evolutionary development, These
terms chareacterize the software system and affect its suc-~
cess and acceptance,

I1f a really successful system 1s to be developed, a
ganeralized approach is required (30), Fresent systems
operate undar one of the two following concepts: specizle
purpose and general-nvurpose, The spacial-purpose system

uses the concept of programning eaclh computer product for

operational uge (hereafter called an operational capability)

so that it will satisfy only one clearly defined require-
ment. This capability is usually programmed in a symbolic

or problem-oriented language, thus rsquiring the services of

an experienced programmer and involving weeks or months of

programning time, This method of development is most appli-

cable to the "specific-raquirement®” approach for satisfying

information demands as discuused in Chapter iil, Its main
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advantage is that once a capability is fully developed it
can be operated with relative computer efficiency, The dis-
advantages are: information requirements must be specified in
advance and in detail; it resquires a relatively long lead-
time to develop the program; the capability will only satis=~
fy one gpecific requirement; and modifications will often
require reprogramming and thua start the cycle all over
again, In command &and control, where requirements are con-
stantly changing and where long lead-times are often out of
the quastion, a speclal-purpose system may become 20 envel-
cped in its own modifications and crash programs that it
will require too many people and too much time to satisfy a
majority of the requirements efficiently,

A general-purpose system, on the other hand, consists
of many swzil programs, each designed (o perform a different
general task, and a special executive program to link these
smller programs together and to handle the general overall
operations, Each smll program may contain hundreds of
actual compuster instructions, Thsse instructions can be psr-
formed by uding only the code needed to identify that par-
ticular program. In this way, as long as these sub-programs
are comprehensivs, miny programs can be written in minutes
or hours rather than in days or weeks, One problem with
such a zeneralized systam is that, because of all ths controi -
processes involved and the time required to call esach indi-
vidual program into opesation, the overall response time has

»
i
been slow, In other words, it will take ionger for the ‘I
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program to operate, With improved programming techniques
and with the faater operating speeds of the new computer=<.
this is8 no longer a problem, however. The other main prob-
le» is obtaining &4 really comprehengi-e co.lection of sube
programs to be able to perform all of the tasks that might
be needed. This is really a continual problem sinc2a, as
people use the system, new requirements are constantly being
identified, The answer is to initially develop a good basic
system and then to add these adaitional sub-programs as chey
are ldentified and developed,

To obtain the desired acceptance and use by the staff,
the system must also be user-oriented, That is, it must be
geared toward the requirements of the user and must be able
to assist him in obtaining his required outputs, It must be
remembered that the user ie not specifically intereated in
the internal workings of the computer or in its sgophistica-
tion, but in tbha solution tc his problem and response to his
need for intormation (55:12), If remote stations are to be
used and if the staff officers are to commnicate directly
with the equipment, then the software should not be designed
only for experisnced programmers and should not be s» syn~
tacticelly rigid that mounds of rules must be remembared,
Computer programs muet often be adjusted to individual per-
sonalities, and the user should be able to make the minor
adjustments and develop the more simple queries himself (30),

Thils roquires a flexible and comprehensive conversaticnal

level language with which the staff user can commmnicate,
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In 4 pansl discussion on futu.s comsuter systems at the 1965
Fall Joint Computer Conference, Mr, Tom Steel of the System
Developman™ Corporetion said: -

One thing we don't need is the FORTRAN compiler -

or the PL/1 compiler. We must have some much

simpler, problem-oriented language -- more like

the kinds of languages, notations, etc,, that

the user ordinarily employs, . . . We haven't

attempted to integrate the various techniques

that are avaliable for solving preoblems, We

do not have systems that have a simples, quick

calculation meschanism coupled with a data file

retrieval system, ., . . But there is no really

good reason why, with careful design and thinking

ahead, it isn't possible to put these things

together into a comprehensive package (41:92),

FORTRAN, COBOL, ALGOL, PL/1, NIPS, and wmany other
"problam-oriented” level language systems do not crovide
adequaty user flexibility or interface to satisfy the need
in conmmand and control systems, They may satisfy spacitfic
rejulrements, giren enougn lead-time, but they cannot s3at-
isfy the overall, iong-~term requirements necessary for an
effective system, Two clivilian corpcraticns, the Syst-m
Development Corporation and tha MITRE Corporaticn, have both
tried to devriop new languages to satisfy this necd, SI¥
has developsd LIGHTNING and JOVIAL-3, and MITRE has produced
C-10, ADA, and AESOP, Whlle each programming system con-
tains several worthwhile concaepts and aprroaches, none of
these languages has been, or does it appear likely that it
will be, accepted for cperational use in comand and control,
One of the reasons for this {s that once development work

startad, it was continued in a theoretical environment in-

stead of in an actual operational one, Consequently, the

A o o St




i sy Gow @i B TR

y -

ey e D

51

technicians began having more tvo say abcut the languags
characterietics than did the intended users, resulting in &
product that iost much of its originally intended user-
orient&ation, The most promising computer l=nguags system
for command and contrcl preseatly being developed in an
ectual operational envircnaent is the Computer Contrel lane
guage (CCL), It is currently used by the United Statec
Strike Command and the Naval Command Sy~tems Support Active
ity and appears to be moras successful in user participation
and acceptance than have past systems, Unfortunately, egup-
port is limited since btoth organizations are uszing IBM 1410
computers, which do not have the spesd, cspacity, or periph-
eral equipment necessarvy to provide truly adequate support,
The ccncept of operational development to insure effective
user orientation and operation is still a valid one, how-
ever, and should be encouraged on i larger scale with more
up~to~date equipment., It is unlikely that an:opz will de-
velop an acceptabls, effective system from theory alona., A
programming system may be technically ef{iciunt and theo-
retically correct, yet still be operationally inadequate for
one reason or another, Both practical user applicart-n and
technicel considerations are neacessary in order to gui-de the
development of &a.iy oparational sof‘wares package,

Another important concept ir. software systems is modu=~
larity. A mcdular system is ore that containe saveral dif-
ferent programs c¢r groups of programs, each performing a

certain function, upon which the system 48 bullt, 71 ¢hris
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way, individual program modules may be added, removed, or
modified so that growth and technological change mey ba ac~
complished, The need for continuous modification and exten-
sion of the systenm as & result of new requirements and
expesrience must be anticipated in the design,

Ciossly related to modularity is the concept of evolu-
tion, An eveclurionary system is cne i1 which new designs or
techniques are incorporated into the system as they become
foasible and applicable, A modular dssign will greatly en-
hance this evolutionary devalopment, Many systems have gone
out of uee bacsuse they did not or could not keep up with
the latest programming technigues and capabilities, Tims-
sharing, for example, is a new programming technique that
gt be incorporated into present svstems if they are to con-
tinue to be used, If this cannot be done, then a new pro-
gramming system will eventualiy replace it, For a software
system to serve the neecds of & commnd over an extended
pericd of time it must have sufficient flexibility and
adaptability so that it can evolvs in an orderly fashion to
satisfy the changing requirements,

lansuace Levels
In computer aoftware there are four geraral language

levels, They are the machine level, the symbolic level, the
problem-orientad level, and the conversational level., Each
has its purpose &nd use in a computer system,

The mmchine language level iz the lowest and most ex~

acting of the language levels, It is this language which
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the computer "understands” and which causes the many dif=-
ferent computer operations to take place, All other lan-
guage levels must be reduced to machine language before any
computer action can occur., This language is alsoc cften
called the object language, When computecrs were firet de-
veloped all p:ogranm‘ing was done at this level, but, because
of the tediousness and time required, &nother language
level «= the symbolic level ==~ was developed,

Symbolic programming is the gecond langusge level and
is often ciklled the "intermsdiate® or "mmemonic® lsvel, At
this level, the programmer can use symbols in place of
actusl machine instructions and addresses., The computer,
acting undar the control of a previsusly written mechine
language prozrem, can then translate thesze symbolic insticuc-
tions into actual machine coded instructions to pexform the
desired operetions, It is possible for onse symbolic in-
struction to generete & vhole series of machine instrue-
tiors, This kind of symbolic is called a "mecro-instruc~
cion® and is the type genarelly used today, Through the use
of symbelice, programming bacomes much easier, and fewer in-
structions are needed, The translator program will suto-
matically convert the symbolics into as many machine coded
instructions as necessary, This symbolic langusge, however,
consists of mainy codes 2nd includes many rules for their
uss, It still requires thorough treining befa¢ <n indie-
vidual can become proficisnt in its use.
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To further reduce this laval of detail and amount of

Ead vt Gy

training needed, still higher level languages -~ the probleme-

criented lagguagés (POL's) -~ were developed, At this level,

.,.s{
Jup—

?:.

the lang' .ge itaelf is conceived in terms of the problems to

be soivi 1 and the results to be obtained instead of in terms -

of techni.al featurssa of the computer, Standard examples of

L i

this kind of language are FORTRAN for mathemstical problema

and COBOL for business problesms, Each is specifically
tailored for expressing and solving its own general class of .-
problams, To convert these procedure-oriented programs into -
wichine coded instructions, a process known as "compiling”

13 accoupiished, In this process & group of programs write

ten in synmbolic language converts sach of the "high level"
zerms into a series of symbolic codes which are, in turn,
transleted into the machine language, This language level

=

ip the one used most often in today's larger programming
._ aysceme, 1 provides a relatively low lsed~time for program
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development and reduces still further the levil of detail
and training required,

In most programming eavirorments the problem-oriented
language is adequate, but in ¢ smind and control two prob=-

i leme axist, First, the progreme must be written, punched,

|

and compiled before they cap he operated, Second, there i
no adequate, uiqelo interfaces tetwesn the computer and the

staff user, For s8¢ reasont, & fourth language level --

tha conversatiomal 1 «= 15 needed, This conversational
capability, if it is comprehensive and flexible, will:
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allow bilateral conversation in terms the user can under=~
stand; require little or no special training of the user;
provide ths user with constant and adequate feedback regard-
Lig the formulation and solution of his problem; allew the
user to be "on-line® and to interact via his owvn remote con-
sole; allow user-input data to be stored on-~line; sssist the
user in the formulation as well as the solution of his prob-
lem and permit him to concentrate on solutions and decisions
rather than on system mechanics; and, ;s mich as possibie,
isolate the user from the many details of the computer soft-
wvare system (41:90), Clearly, sood conversational program-~
ning software, when added to an adequate problem—orianted
language, csn greatly improve the éapability of the command

and control eystem,

SUDNAry
Computer software is the wvehicle through which the com=

puter provides the commander and his staff with needed in-
formation, To be effective, a software system should embody
the featury of general-purposeness, be oriented toward the
user, and be modular and evolutionary in its design and de-
velopment, It should have a wide renge of applicability and
flexidility with respect to the types of data it can process
and the operations it can perform on that data, It should
also allow for growth and extension &s better understanding
of requirements is obtained and as experiences with its use
dictate, It should be built with the user in mind ana
should not only be adapted to the uaer's specific needs bu*
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also be eansily changed a&as those needs change., Finally, it
should be a system that not only includes s problem-oriented
language for satisfying low lead-time off=line programming
of the more co dlex problems but also includes a good cone~
versational programming capability to allow on-line user
querles and programming of the more simple everyday require-

ments,
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CHAPTER V
SYSTEM DEVELOPMENT

Genera] Development Principles

An operating command and control system is a complex
combination of people, procedures, and equipment, It is
the commander and his staff plus all of the facllities,
equipment, and management tools that serve the commander's
purpose” (28), It is a dynamic, ever changing system in
which new roquirements are constantly being identified, new
techniques and procedures are often being implemented,
people and personalities regularly are being moved from po-
sition to position, and new objectives and mission require-
ments are frequently being introduced. Command and contrel
is & highly objective process which cannot always be pre-
cisely predicted or pi.nned (24), It is not & puzzle in
which each piece neatly and clearly fits,

There i3 a popular myth that an organization ‘
has a fixed set of objectives, that, once theze
objectives are made explicit, the work of the
organization can be structured in a rational way
and the crganization can then accomplish its
task, There is some truth to this at the lower
organizational levels, . ., . At the higher
levels, however, it is certainly not the case,

The inseparable activities of structuring the
sitvation and clarifying objectives constitute
the essence of the activities of the higher

headquarters. Although the functional special-
ists make unique contributions and permit the
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efficlencies of parallel information processing,

the various staff offices cannot work apart as

if the overall task were set beforehand and

could be accomplished by the assembly of various

pieces (57:71),

The traditional approach to developing automated com=-
mand and control systemes has been to identify what manage-
ment needs (or says it needs), collect the dats required,’
and program the computers to supply the information in &
series of standardized reports, This is a process which,
if applied to the entirety of an automated system, could
involve an elapsed time between the initial analysis and the
finiched products of up to three or four years (3:41), oOf
courae, this method of development can be applied to a pore
tion of the system, The more complicated and standardized
type of inforisation requirement can be satis?ied by this
procedurs, These capabilities, however, constitute oniy a
part ot the required computer output, There are ofher rela-
tively uncompliceted day-to-day requirements that must also
be satisfied, Thwse requirements, because of their cone
stantly changing character and rather short reaction times,
need a different development approach, The traditional ap-
proach requires just too many peopla and takes too much time
to be responsive to all the needs of a command, Command and
control systems are often not affective because there are
just too many peop.le txying to accomplish the job in too
long a time (31),

in particular, our comman:. and control systems

are not responsive to the rapidly changing en-

vironment, capabilities and objectives of tha
user, In fact, the principal result of all the
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push in command and control to date is the pro-
liferation of organizations inserted between the
ultimate user and his computer, There is the
EDP office of the using command, his counterpart
in the procuring command, the system monitors,
the contractor's project office and finally the
programming and design people, It is in the
interest of each of these offices to seal the
system requirements years before its operational
date and sce to it that the most efficient =-
and thus nec-~ssarily the most immutable == con-
figuration of programs and equipment are provided,
For example, soon after tha initiation of one of
the Air Force systems, it became evident that the
requiremente stated in the request for proposal
(by then 15 months old) dic not take cognizance
of their user's trends and nlans for reorgani-
zation, The system contractor duly recommended
a rather complete reorientation in his effort,
Not only was this recommendation ignored, but

10 months later, 6 months after a reorganization
¢f the user that mada the work statement obso-
lete, the system contractor was required to de~
liver & detziled systems design and establish
by detailed analysis that it filled, but did not
go bayond, obsolete require.ents of a nonexis-
tent orgenization (49:226),

A development approach must be used that will permit both
long lead-time development of the more complicated capsabili-
ties and quick reaction to the more immediate needs, A sys-
tem must not be permitted to becomws sc immutable that it
faile to satisfy the requiremeats of the users, It alsc
must rot become so complicated that only skilled engineers
and technicians can opsrate or expand its capebility, fThe
system must be designed to satisfy the needs of the com=
mander and his staff and to permit them to make the changes
they deem necessary,

Before establishing a development procedure, it 1is

necessary to identify some of the problem areac cf today's
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systems, Generally, these are:

1. Overall responsivenese to changing requirements
. inability of the user to adequetely communicate
his requirements to the programmers
. User accassibility to the computer and its products
. Avalliebility of dats
. Trained user personnel
. Acceptable computer ocutputs (32; 34)

aunndHw N

These problem areas must be considered when developing or
modifying an autometed system, They affect both softwarae
and operationui capebility development procedures and are
discussed throughout the remainder of this chapter,

The development of an automted information support

system for commnd &and centrol should be viewed as modifying

or augmenting an existing system and not as establishing a

whole new system &bout which all else revolvaes (74:1,3),

There are three basic principles which appear to be accepted

for etfective command system development: firet, system

growth should be evolutionary and should take place within

the context of the using command; second, user participation

is essentisl throughout ali phases of system development;
tnd third, compatibility of data and programs among subsya-
texs of the World-Wide Military Command and Control System
is desireabl~ (74:1,2),

An evolutionary epproach is one in vhich modifications
&and new capabilities are introduced into a system as they
are Jeveloped or needed, They do not represent a great de-
parture from the existing system but are closely related in
concept &nd approach (38:334), Evolution is & gredual but

constant change of methods and capabilities and provides a
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feasibl) answer to continued development (67), Systems mist
be able to change if they are to ~ mtir.ge to satisfy the
neads of the user,

All too often, thoug™ not universally, the

manager is confronted with repczt formats that

he may have agread to, reluctantly, two or thrae

years earlier. He has changed his requirements

in evolutionary patterns and vill continue t»

change as his grasp of the job improves or 48

the area he controls undergoes chenge, He cannot

use what the c~mputer now spews out in great

quantity at frequent intervale, and his requests

for different reports are met by shocked refer-

ence: to reprcgramming costs o by promises that

the changes can surely be imde witi:in the next

yoar if all gowss well (3:41),

System deveicpment is & long, evolutionary procese involving
¢

peraistent work, in a never-ending cycle, on the part of both

users &nd techniciars (17:77), Evolution must be accepted

and understcod by the users and must be made possible and

econcmical by the technicians !f changing requirsments are

to be effectively satiefled,

The priaciple of user participation tands tc reduce the
number of unac:zeptable computer cutputs, improve commuriica-
tion of raquirements, and automatically provide some of the
needed user treining. Use.s do not normally care about the
equipment or procedures; they simply want resulta. The sys-
tem, tharefore, must meet the demands of the users (11:214),
To do this, staff personrnsl, by means of an active develop-
ment process, must be ircluded in the developmant of the
system, For the computer to be effective in the decision-
making process, managemant must provide the rules (53:Vi-2--

Vi-3),
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In brief, only command/management can circume
seribe valid management information systems re-
quiremants ir the ultimete ssnsas. It alone zets
and modifies the basic objectives of the entaer-
prise, It originates the ultimate decision rules;
evolving its priorities, its weighted values, and
its criticel thresholds of responsible interest,

It operates as the supreme court of appeals with

ra&pect to resolving conflicts of interest, . . .

Finally, it evaluates the effectiveness of the

total enterprise, and makes new decisions accord-

ingly, . . . It is vital that they be sware of

the system's potential; keep abreast of, guide,

and encourage its development; &and, above all,

provide the vision of the ultimate objective and

the impetus for attaining it (53:vi-3),
The users of the system must determine the requirementg and
guide the development of each capability neceasary for opera-
rional support. If thess tasks are left to the technicians
alone, and the intended users do not participate, then ade-
quate operational support will most likely not be provided,

The last principle to be considered for effective de-
velopment is that of compatibility among systems, The
World-Wide Military Command and Control System is comprised
of several individual sub-systems, These sub-systems are
primarily the commend and control systems of the major ser-
vice commands and the different unified and specified com-
mends, Each of these, while certainly having different
missions and objectives, have many common date and software
requiremsents, Because of these many similar requirements,
compatibiiity between systems would permit & greater capa-
bility than would be possible if each system were totally
different, This is not to say that each system muc¢ be

identical, Each may be unique while still being suffi-

ciently stendardized to provide for compatibility of data
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and software capabilities (66), In this ligh¢, common soft-
ware becomes much more important than common equipment (71),
If a common programming system is used by tha differont com-
mand and control systems then much of the needed compatibile
ity is automatically provided. Use of the sameé squipment,
however, simply guarantees a physical compatibility since
different programming systems may still be used, Compati-
bility among systems can best be provided by establishing a
commont, basic, modular set of computer programs a&and opera-
tional sepabilities and then permitting each participating
command to tallor the system by adding the other programs
and capabilities it requirea, This could be done as long as
the integrity of the basic system were maintained, This
concept is urrently being used with the Ailr Force Integrated
Command and Control System (51), Unfortunately, the AFICCS
gystem appears to have been designed primarily by and for

the computer specialist rather than the commanders and their
staffs, There is currently notadequnto problem~oriented or
conversational level language included in thc system, there-

by reducing evolution and user-participation to the point

where the system generally becomes ineffective., The con~
cept, 1svertheless, still appears wvaliqd,

The development of an effective command ané control
system is a ccmplicated process in which many of the objec~
tives and nmads ce&nnot be identified beforsahand, In ad-

dition, the system must be responsive to continuously chanag-

i e e e

ing requirements, the users may not be adegquataly treined
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to operate the system or converse with the computer special-
ists, needed data mey not be available in & reedily usable
format, and managomisnt mey not fully understand or support
the development effort. To overcomes these cdstacles, it is

necessary to &dnere to the principlea of evolutionary

srowth, user participation, and inter-system compatibility,

The effectivaness of a computer system is breesd on itj;

design and operation, Those charactaeristics which can bde

ERS SRS ]

essociated with an effective system are: simplicity, flexi-
bility, reliability, and acceptability (15:104-105),

The keynote ¢o user acceptance and use is simplicity
(30). An effective system dces not have to be a compiicated
one, The more rmiles and restrictions invoived in system op-
exration, the bettar the chance for error, A simple system
will enhance the learning process and will make the overall
‘ operation more efficient, There is often & pozitive cor-

relation between simplicity and reliabiliry (15:105), When

operating a system, the user should only be concerned with
what helps him solve his problem and not with rigid syntac-

tical rules or technical limitations (41:91), In short, the

system muet be simple enough for the user to understand how

to operete it and how to obtain useful information from it,
One of the most discoureging situations that can arise

in 2 newly devaloped system is to discover that an initially

T o

specifivd requirement is subject to minor modifications and
that the effort required to make these changes is almost as
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great ag the originel developmant., The result is that the
system capsbilities often appear inadequate to the usaer'’s '
needs (20:3-4), To provide this needed flexibility, opera~
tional capabilitiez should be written in & probiem-oriented
or & conversational leval language, In fact, 2 good conver-
sational level language is, in itsglf, one of the more
flexible of progremming tools, The system muat be flexible
enough to allow minor modificaticns to bs easi.y made by
those who desire them,

Systeme mist also be reliable, Once a user has learned
to operats the system, he must recelv>y consistent results
and standaxd performance. When new capabilities are being
developed, unexpectsd or irregular performince mey occur,
Ever: though the system iz in a constant state of flux due to
the evolutionery procesgs, every progrezx must be tested
thoroughly to insurs a cinsistent, rellsdle opmwtici., Many
potentia'! supporters of a ~vetem have been loast because of
embarrassing and unexpected system performence,

Any sysiem, regardless of its sophisticetion or design,
is worthless if the intanded users will nat sccept or op-
erate it, The users smust feel that they cen bene?it from
the system and 71at it is worth their time &nd effort to try
to understand it, If they don't think it is worthwhile, if
they are pressured into using it, or if they are simply op-
posed to it, the system will not work, 7This ia why it is 80
important for usar=participation to be a part of the devel-
opment process (15:106). An effective automated information
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support system is one that iz sgimple, flexible, reliable,
and otherwise generally acceptable to thosa for whom it was
intended to be used,

In developing an automated information support system,
one must zuard against too ambitious an undertaking. Meny
little things can be done first to gain the user's confi-
dence and to establish repport &and interest, After the user
has acceptad the system to some (agree, the larger, more
complicated capabilities can be :ttempted (42:53; 32). Re-
gerdless of the complexity or tims involved in developing a
capability, some sort of plan should be developed so that
overyone within the commind can be aware of what is being
atterrted and how long it will take, One approach for ac-
corplishing this task is the speratiocnal capability plan
(OCP) rroduced by the United States Strike Command, The
plan includes a pictorial disgram of capabilities currentlv
&valilable in ths system, a list of the program modules in-
cluded in the prog.amming system, descriptions of new operea-
tional capabilities and basic progremming system extensions
nominated for development, manpower estimates to accomplish
each task, and the names of the staff users and cosputer
specialists doing the development. Because of an active
evolutionary process, a new OCP is produced every six months,
This six month OCP cycle is a good vshicle for developmant
since the staff can understand wvhat is being accomplished,
and developers can implement most of the iteans (24),
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A basic requirement for orderly system development is a
good develop:snt plan coupled with workable development pro=-
cedures, To satisfy this requirement, it is necessary to be
familiar with both the c¢lf4zrent types of development and the

development cycle, Within an information aupport syster. two

types of develorment are necessary. They are the develop-
ment of the basic program set (BPS) and the development of

bed b el e bed e s GED  GER

operational capebilities (OPCAP's), Each will be d.scussed
after presentation of the basic development cycle. '
!
Ihe Basic Development Cycle :
The basic development cycle as shown in Figure 3 in- ;
F
cludes the stages of: §
M 1, identification “
- 2, validation
3, approwl
- 4, specification
5. programming
- 6, testing
- 7. documentation
8, training
- 9, acceptance
10, use
- 11, modification
" This cycle assures that each new capability or modification
) is supported by actual requirements, developed in the proper
. context, and integrated into the system without a negative
- effect on other operationa) areas,
- Identification of specific requirements mist emanate
- from the user, 1rying to second-guess the needs of a user
i
| I is a hit or miss proposition that usually misses. If the
E user cannot determine what his information requiremsnts are,
I then he is not ready to mmke use of the system anyway. Users
T ATt . e N S S A R




.
h § IDENTIFICATI I
L  vaLiDATION :
: APFROVAL l% '
9lsracm1cAnon .
—)l PROGRAMMING v
= "
T 1 )
DOCUMENTATLON L
I ¥ 3 :q
TRAINING »
mnmzw |
I |
USE - :'
f ¥ |
| MODIFICATION

Fig. 3. The Basic Development Cycle
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are funny people; they will only use what they want, A
major problem today is the lack of understanding by many of
the staft as to what command and control is and just what
information support systems are suppossed to do, All staff
officers have information requirements, If they are not
being identified then there is something wrong with the sys-
ten and not with the users,

Validation of a user's requirement is an important step
in the development cycle. Before work is actually started
on satisfying the requirement, it should be determined that
the user has not misstated his requirement or misinterpreted
some directive or policy and that the capability for satis-
fying it is not already available, Of course, this must be
dons carefully so as not to antagonize the user, To prevent
manpower from being expended on the development of a capa-
bility that is not really needed or that is already in ex~
istence, vealidation of the requirement must first be
&ccomplished,

There may ofteir he more requirements than there are
people available to satisfy them, In order to reducs inter=-
and intre-departmental problems if this situation exists,
top management should assign priorities and salect the re-
quirements to be satisfied, To each user, his requirements
are the most importent. Only higher level management can
determine what should be satisfied first, establish prior~
ities, and provide the approval to complete the development

cycle,
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The next step is to specify. for those who will be ac=-
complishing the actual programming, just what is needed and
what procedures are to be followed, The detail of this
specification will depend on the complexity of the problem
and on the progranming level used, It may be a spacifica=-
tion involving fifty or more pages that have been closely
coordinated among many staff or using organizations, or it
mey be a simple one or two sentence statement involving a
minimum number of peopls. In either case, care should be
taken to avoid over-specifying or under-specifying the
requirement,

Programming is the logical combination of instructions
to permit the computer to periform the operations necessary
to satisfy the requiremsnt, It may be dona by the user him-
self, with a problem-oriented or a conversational level lan-
susge; it may be done by a highly skilled systems p:ogrammer
using symbolic or basic machine code; or it may be done at
any level between, The language level used and the type cof
programmer involved, once again, depand on the complexity
and the type of program to be written,

Once the initial progremming has been 4one, those ro-
sponsible for developing the capability must test it to see
that the progrsm performs satisfactorily, It must provide
proper results, be sufficiently responsive, and satisfy the
requiremsnts of both the user and the softwere system. If

any of these conditions are not met, then re-programming is

necessary, This programming and testing sub-cycie should
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continue until the desired product is obtained.

Once it is determined that the program is providing
gsatisfactory results, it must be properly documented., This
is nectessary for proper program rmaintwnance and capability
cperation, The detail and type of documentation should be
in consonance with the program specification, Ducumentation
is one of the most troublesome problems in today's systems,
There is either so much of it that it loses its perspective,
or the.e is so little that it satisfies no one, This is
usuzlly the resulr of an organization having only one docu-
mentation format and not realiring that there are many dif-
ferent types of documentation necessary, FEFach document must
be oriented toward the needs of the intended rocipients, be
they top managemsnt, staff users, system develope.., ana-
lysts, or prozremmegs., Each requires & different format and
a Jdifferent iovel of detail, No one document can satisfy the
needs of all,

Training the user personnel how to obtain needed infore
mation ie & vital step to system effectiveness, Staff pex-
sonnel mist not only know wvhat is aveilable to them but alac
how they may obivain it, Of all the problems in commend and
control development, lack of staff treining has been men-
tioned more than any other,

The mjor problem in command and control i{s the

lack of staff training and xperience in auto-

mated systewxs, It is a fallure to see the whole

picture and to realize that uirements are
different at different levels (33),
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A subgtantial inveetment is often made to
develop a capability, and then, because of
the lack of training, you find vourself in
need of someone who knows how to use and
apply it (30),

¢ e e e s b e A

The major problem in a command and control
system is the lack of knowledge of the

staff (31).

The biggest problem in command and control
systems is the lack of training, High rank-

ing officers are not aware of what the system
can do or of just what is available to them (25),

To improve our command cortrol systems we mugst
have more staff training (28),

Clearly, the training phase of the development cycle is one
of the more important and critical ones, The most compre-
hensive and sophisticated system of all may be available, but
if no one is trained to operate it, it is.of no use,

The initial development effort ends with tue forml
acceptance of the capability, Final accertance should be
accomplished by the peopla who wilil be cperating the capa-
bility once it becomss a part of the operational system,
Complation of this step removes the capability from the de-
velorment cate)ory and places it in an operational status,
If for no other res&son, this step informs potential users
that the capability is now available for their use,

The use phase i3 simply that period in which tae capa-
bility is sarisfying a requiremant for one or more users,

After a period of time, an operational capability or
program, because of changing requirements or techniques, may

no longer fully satisfy a user's requirement, At this time,

modification or revision of the capability may beo needed,
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The user identifies what should be changed, and the develop-
ment cycle begins again, It should be ncted that modifica=-
tion does not include rhe maintenance of a program “hat is
not functioning correctly, Program maintenance is performed
on an exception basis and does not constitute part of the
development cycle,

Each of the stepg in the development cycle need not
necesgarily be accomplished separately or in the same level
of detail, The actual development process will, of course,
vary from situation to situa%ion, This development cycle is,
however, a good general guide, Further discussion on com=~

puter software and operational capabilit develcpment follows,

computar Soffware Developpent

Of the four different language levels used in an infor-
mation support system, only the two highest luvels =-=- the
problem~oriented and ths conversational levels -- are sub-
ject to development by the using command., The mechine and
symbolic levsls are more computer oriented and should be de-
veloped by the computer manufacturar (37). It is not neces-
sary that the initial deveslcepment of & highor level lunguage
be accomplished by the user, but he must be able to modify
the language whenever new requirements dictate, Ir this
case, & programming language #pecialist should perform most
of the functions in the development cycle, It iz he who can
best determine what additional programming modules or modi-

fications are nesded to provida a more responsive programming
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system and, consequently, provide better staff user support.
lle must, however, receive feedback information from the
ianguage users, The computer prograrmers, 8since they per-
form most of the problem-oriented level programming, can
best identify the deficienclies and requirad modifications
in the problem-oriented language. The staff users, on the
other hand, can indicate areas for improvement in the con=-
versational language, The language specialist can then, in
view of the intricacies and interrelations of the total pro-
gramming system, determine the best technique and approach
for accomplishing the task, Computer software development
should follow the basic development cycle except that most
of the functions are performed by & specialist in the pro-

gramming language system,

Operztional Capability [evelopment

There are four different kinds of operational capabili-
ties, each requiring a somewhat different method of develop-
ment, These capabtilities are:

i, Standerd Periodic Reports

2, Pre-~programmed Parametric Capabilities
3. On-line~developed Capabi'ities

4, Simpls Query :

Standard periodic reports are those capabilitles which
rrovide raesultes in exactly the same format by using exactly
the same procedures each time they are operated, With the
pessible axception of a computer operator, once it has bean

inuicated to the computer that the report is to be produced,

ne further human intervention is necessary, Examples of
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this kind of report would be & standard status of forces re~
port, a standard aircraft availabilicy report, or a standard
iis¢ of personnel currently assigned to the command, In
developing this kind of capability, the basic development
cycle can be used except that the training phase may be de-
semphasized 1f not eliminated, This capability is the least
flexible of all but is also the most automatic, When exact-
ly the same reports are being requested time after time,
this type of capability is the most afficient.

The pre-programmed parametric capability differs from
the standard report in that several‘options and/or para-
meters are included, For example, several different output
formats mey be available, and diffsrent procedures or data
items may be selectsd, In this case, the user must indicate
precisely what cptions he wants performed and what pare-
meters he wants usad, To do this, the user must be thor-
oughly trained in the operation of the capatility and be
familisy with the different options available. This type
of capability provides greater flexibility when comparad to
the standard rerort but alsc requires mcre hunan interven-
tion, The basic davelopment cycle is most applicable to
development of this kind of capability,

A third type of capability is the kind that is devel-
oped on-line, The user comminicates directly with the com-
puter and, with the assistance of the conputer software

system, proceeds from logical operation to logical oparation

until he has obttained hisz desired output, A comprehansive
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and effective conversational language is needed if on-~line
capebilities are to be developed by the user, Once the user
can directly "converse” with the system and make his require-
ments known, he need net go through a series of middle-men
before he obtains his desired inf - -tion, In this situa-
tion, the development cycle is accomplished wholly by the
user, working in conjuncticn with the software system, The
user will train himself &s he operatecs the system and will
automatically be informed of what is available to him, The
ability to develop on~line user capatilities can contribute
much t9 system acceptance and user understénding,

The last type of capabilitv is the simple query. Once
& uger becomes familiar with the language and operation of
the system, he can simply enter one or twn sentence-like
statements via 4 console of soue sort and receive the da-
sired output, This differs from on~line development in
that, first, the language used is more provlem-ocriented than
it is conversational; and second, a complete statement of
what is to be done is entered at one time rather than in
smmll logical steps, A sinpﬂ- query capability is orientced
more toward basic information sslection and retrieval then
it is toward data manipulation, As in on-line development,
the development ¢vcle is performed wholly by the user,

These four typos of capabilities, if available in an
automated information support systam, should provide enough

flexibility and responsiveness in the development process so
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ag to improve the overall adequecy and sffectiveners of the

commend and control system,

SWIRery
Satisfactory development of an informatiom support sys=-

tem cannot be accomplished in the sawme manner as develormeont
of a weapon system, The Yturn-key” sprroach cannot be used,
Computer techniclans working independently of the commander
and his steff often ceannot fully appreciate the pressures or
operational situations involved, The commander a&nd his
staff, on'the other hand, are reluctan: to meke changss in
their operations until they &re satisfied that the changes
wil. be to their benefit (43:8),

The cracial problem in the developmant of an informu-~

tion support systsm is the maintenance of & relevant, con-
sistant, and valic context within the command and control
environment (49:229),

Tha system must be the staff's system, not
a universal system, not & standard system, but
one that is recognized as what it is, inconsis-
tent with all others, to a degres irrslevant to
all others, and thus free to bhe responsive to
the sense of relevance of its staff, the ,ure
pose of ita commarider and administretor, , . .,

This i3 a very different kind of system itnan
the greidt dats systems and automated control
aystemg, It is a system that allows dirsct ac-
cess in natural language, it is a syrtem whose
files and formats, whose inputs and vocabulary
are alwvays changing, continuously changin:
(49:229-230).

System dsvelopment is a function of both ths computer
progrénming systam and the operational capabilities, It
mist be evolutionary, be oriented toward the needs of the
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user, and have at least enough commonality to be compatible _
with other similar systems, It involves both technical and 3
operational considerations and must be a joint effort amocng
all members of the commander's staff, System devslopment L.

must include people, procedures, and equipment and must en-

hance the ability to provide meaningful information when and !
wvhere it is needed. _,
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CHAPTER V1
CONCLUSION

Command and control is not a new concept, but the pres-
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ent methods, procedures, and technology are, The system is
not simply a collection of programs and equipment; rather,
it is a carefully planned and organized arrangement of the
commander, his staff, and the means by which they obtain in-
formation necessary to accomplish their mission, The system
is not personnel, equipment, and procedures taken separately i 
but is an integrated, flexible combination of all staffs and
their activities, It must serve the needs of the staff as
they support the commander and must provide timely and ace-
curate inforration for the decision-making procesaL

The main objective of an automated inform-tiaﬁ system
is to support the commander and his staff in monitoring,
assessing, planning, and controlling., Effective command and
control revolves around these four general functions, Ade-
quate performance of these functions requires both informa-
tion and the men to ke use of it. No information system
can by itself insure efficient managament or valid decisions.
It can only support the functions of commnd and control
through application by a knowledgeable user,

Information requirements are constantly changing,

Therefore, to provide adequate information support, the
79
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t’ H system must be responsive to new demands, be comprehensive
in its capability, and must provide a wide range of user
options. This requires a software system that is evolution-
ary, flexible, and usaer=-oriented.

Development of a computer assisted information support

system for command and control is a continuing process in-

volving both the user and the technician. It is a process in

f.

é which botn the operational outputs and the computer language
4 undergo frequent changes, It is these changas that affect
% overall system performance and acceptance, For this reason,

the computer software system plays a more important role in

providing information support than does the equipment it-
self., The first hypotheris -- that the computer programming
system has more effect on overall system performance and

&cceptance than does the physical computer equipment -- must

be accepted, The software system permits ths user to com-

mmicate with the equipment and to express his information

| requirements, It is the vehicle through vhich raw data is

processed and converted into meaningful information in sup-

port of the decision-making officers.

The second hypothesis -- that to be effectivc, an auto-
mated command and control system must be developed in an
operational, evolutionary environmeat and not in & gtatic,

theoretical one ~- must aloo be accepted, Because of the

constant change of requirements and the need for user ac-

ceptance and operdtion, systems must be developed within tha

S A TR

context of the using command, Each system must be tailored
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to satisfy the individual needs of its command, This re-
quires that the system be developed by and for the users,

The final hypothesis -~ that definitive, detalled in-
formation requirements must be clearly stated before success-
ful development of an automated command and control system
is possible =~ cannot bae fully accepted, The requirement
for detaiied specifications diminishes as the degree of on-
line user development increases, For the more complicated,

standardizaed requirements, detailed specifications are cer-

tainly needed, but for the more simple, user developed capa
bilities, they often are not, The amount and degree of
requirements specification needed is a function of complex-
ity, devalopment methods, criticality, and desired immuta-
bility.

To develop an effective, acceptable automated informa=
tion support system, it is necessary to combine men, pro-
grems, and equipment in an evolutionary environment for the
stated purpose of enhincing the decision-making process and
for providing adequate informmtion in support of the comrand
and control functions. Thiz development must teke place in
an operdtional environmen: &nd must be accomplished by the
personnel who will use tha Tesultant products, In this wy,
development of computer assisted information support systems
for command and control will provide the commnder and his
staff with an efficient and effective tool for accomplishing
their plammed missions and objectives,
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